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What is claimed is: ? 

I 

1 . A data processor for processing data compri|in 
an input port for receiving packets of data; \ 
at least a port for communication with each pi 
a first processor in communication with the |tt 1 
received data to provide a header including a list of jprt- 
data and an ordering thereof, the header stored with jn 
header relates; { 

a buffer for storing data received from the a| 

i 

a buffer controller for determining based on;th< 

processor of the plurality of processors to process siid 

I ; 

data packet to the at least a port for provision 10 the|ne;<t 



15 2. A data processor for processing data as defi jicc 
includes means for providing executable code to th£ 



plurality of processors; 
ast a port and for processing 
cesses to perform on the packet of 
packet of data to which the 



least 



a port ; 

header within a packet a next 
data packet and for providing said 
processor. 



next 



for being executed to process an associated packet, \ 



in claim 1 wherein first processor 
processor, the executable code 



3. A data processor for processing data as defipc-c 
includes means for providing an indication of cx£CfataJ>Je 
processor, the executable code for being executed tp 



in claim 1 wherein first processor 
code to provide to the next 
process an associated packet. 



4, A data processor for processing data as defijiec 
controller is for determining the next processor frojjjn a 
each of which is a possible next processor. 

5. A data processor for processing data as defi^ec i 
plurality of processors. 



30 6. A data processor for processing data as defined in claim 5 wherein the plurality of 
processors is a plurality of special purpose processors 



16 



in claim 1 wherein buffer 
plurality of available processors 



in claim 1 further comprising the 
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7. A data processor for processing data as defined ;in claim 6 wherein the plurality of 

I 

special purpose processors includes cryptographic pjoc : issors having secret keys stored 

\ 

therein and inaccessible from outside the cryptographic processor device. 

8. A data processor for processing data as defirjed;in claim 7 wherein the plurality of 
special purpose processors includes a plurality of processors for performing aspects of 

} ; 

network security protocol processing in order io supjpojt at least a network security 
protocol . [ i 

9. A data processor for processing data comprifcin j: 
a buffer for srori ng data; I 

a plurality of special purpose processors, eadh for processing data from within the 
buffer; I 

a buffer controller in communication with efccb special purpose processor, for 
determining a next processor of the special purpose) processors to process the data, and 
for providing the data io the determined next proce.j»o.:. 



1 0. A data processor tor processing data as defijtec 
special purpose processors includes at least a serve| pijocex^or 
data structure including a header having a list of pricc$ses 
ordering thereof. } 



in claim 9 wherein the plurality of 
for formatting data into a 
to perform on the data and an 



11. A data processor for processing data as defined in claim 10 wherein the buffer 
controller is for determining a next process in dependence upon the list of processes to 
perform on the data and the ordering thereof, I 

\ , 

1 2. A data processor for processing a packet ofjjdaja comprising; 
an addressing network; j 
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a plurality of special purpose |rocessors, ealth 
addressing network and for provid; 
addressing network interconnect!^ 

a first processor for providing 
the addressing network to a plurali y <|f processors pne 



order, the data associated with the pat 
different data for directing them di 



each special purpose processor is for ijerforming a fan ;tion absent knowledge of the 



overall high level packet processing 



13. A data processor for proccs >in \ a packet of jtlat a as defined in claim 12 wherein 
each processor is for receiving executable instructicjks and for executing same, the 



executable instructions provided lo 
packet. 



1 4. A data processor for proccs >in 



15. 



A method for processing stteaiji data compr 
receiving stream data incluc injj packets of 
processing received data packers to provide 



am 



processes to perform on the packet 
packet to which rhc header relates; 

providing the packet with t 
for each packet within the buffer: 

determining based on the headijr within the 

packet; 

providing the packet to the Uctojrmined next 



Patent 

tor processing data received via the 
iprocessed da:a to the addressing network, the 
tip plurality off special purpose processors; 
[lata for use i| directing a packcL of data through 



after another in a predetermined 
jcet, wherein Liferent packets are provided with 
feipntly through the addressing network and wherein 



^ration. jj 



it 



thi processor ai 



. j; a packet of fiat i as defined in claim 12 wherein 



each processor is for receiving executable instructions (and for executing same, the 
executable instructions provided to 
packet 



ta at an input port; 



4 an ordering 

r 

i 

ie associated heajfie: 



n\[ a different data path than the dam 



thd processor al|>nj; a same data path than the data 



each a header including a list of 
.cfceof, the header stored within the 
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to a buffer for storage; 
acket a next processor lo process the 
processor for processing, and 
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receiving the processed packet from the proctor 
stored packet including one of pn indication 



is complete and that no processing by rhe ne#t 
when no further processes are indicate^ in a header 

j: 

an output port. j 



of 



1 6. A method for processing stream data us defi^cc 
providing the packet to the output ponjj the header i 



17. A method for processing streaip data as deftftcc 
implemented within a single integrated device. 



Patent 



and storing it in the buffer, the 
jhA processing by the next processor 
processor is required; and, 
a packet, providing the packet to 



J, 



18. A method for processing streaifi 
implemented within a single integrate 
and wherein the at least some next 
device. 



data as deMec 
device absent 
prdpessors are in 



port 



1 9. A method for processing streaiji data as defiftec . 
integrated device includes an input pojh, an output 
the header information and a data bufijkr for storing 
data between next processors, jj 



in claim 15 wherein prior to 
information is stripped therefrom. 



in claim 16 wherein the method i> 



in claim 16 wherein the method is 
A least some of the next processors 
cqmmunicarion with the integrated 



20. A method for processing streak data as define! in claim 19 wherein the sewer 

i 

processor is programmable. j 

21. A method for processing streajh data as defined in claim 1 9 wherein rhe input port 
and the output port include data elements for ingresj a id outgress processing 
respectively. 



30 22. An architecture for processing 



kiata comprising: 
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in claim 18 wherein the 
, a server processor for providing 
jacket data and for routing the packet 



Sent By: Freedman & Associates; 



Doc. No. 47- 11 US 



613 274 7414; 



Dec-22-00 16:34; 



Kaae 



10 



15 



25 



:>rdins; 



buffer 



23. An architecture for processing data acco 
memory comprises a packet buffer metnory for 
determining an appropriate processor fpr processing 
the data to .said processor. \ 



24. An architecture for processing ciata according 
memory comprises an address switching network 
in a predetermined order according to the list of projfe^ses 
wherein the address switching network is dynamic 
between further processors in accordance with any 



tp claim 22 wherein the routing 
routing a packet between processors 
and the ordering thereof 
4)lo)wing a packet to he routed 

variety of process lists and orders. 



cif 



20 25. An architecture for processing data according 
further processors are dedicated single; function pro<fjesi 



26. An architecture for processing data according 
the further processors are dedicated single function 



27. An architecture for processing/data accordi^ 
the further processors are processor modules for interfacing 



a first processing element for receiving data in4 for formatting the daia with a list 
of processes selected from available processes and afc 
processes for being performed on the dSata; 

further processors for performing at least on| | 
processes; and, ! 

a routing memory for providing data to process f>rs for performing the processes 
according to the ordering of the listed processes. 



Patent 



qrdering thereof, the list of 



process from the available 



r$ claim 22 wherein the routing 
riig packets and a processor for 
th; formatted data and for providing 



to claim 22 wherein some of the 
>ors for processing the data. 



1 1 3 claim 25 wherein a majority of 
>rc cessors for processing the data. 



g tp claim 26 wherein a majority of 
with the routing memory. 
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